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[bookmark: _Toc47690984]Project description
ESPboy - digital multi-tool for IT geeks. 
Open-source, portable, modular for exploring, gaming, hacking, learning. 
With AppStore and community support.


[bookmark: _Toc47690985]ESPboy DIY prototype 
· Web site
· Sells on Tindie
· Videos at Youtube
· Community forum
· Discord chat 
· Hackaday page
· Schematic, PCB, gerber
· Software
· Contact e-mail


[bookmark: _Toc47690986]Articles (mostly positive feedback)
· Habrahabr-1 https://habr.com/ru/post/472114/
· Habrahabr-2 https://habr.com/ru/post/469647/
· Habrahabr-3 https://habr.com/ru/post/500336/
· Habrahabr-4 About LGE https://habr.com/ru/post/459714/
· Pikabu_https://pikabu.ru/story/espboy_gadzhet_dlya_retro_igr_i_yeksperimentov_s_iot_6969439
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· ESPboy AppStore is available (embedded) in all genuine firmwares.
· WiFi accessible from the ESPboy device. 
· Has two level tree of folders: Genre Type (Arduboy game, Entertainment, System, Genuine firmware, Homebrew...) -> Genre (Racing, Shooting, Adventure, Arcade...) -> list of apps
· Access level for app
· Users list with auth MCU No, email, etc
· Access level for user
· Log of downloads (who, when, what, etc..)
· AppStore demo https://www.youtube.com/watch?v=toL9IAAb_kE&t=5s


[bookmark: _Toc47690988]Homemade DIY ESPboy
· Perfboard version and AppStore demo https://www.youtube.com/watch?v=8gWnoa8s6ys&t=15s
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· Breadboard version and AppStore demo https://www.youtube.com/watch?v=iIbEurdQvZw&t=14s

· Almost like original https://www.youtube.com/watch?v=iIbEurdQvZw&t=14s

· IDE and library config demo one https://www.youtube.com/watch?v=hn6ZAs0MQC8&t=7sÂ and two https://www.youtube.com/watch?v=bV_TVnWUZSo&t=45s

· ESPboy kit build instruction https://www.youtube.com/watch?v=GIrp5Vpr2Ns
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· Idea, concept, PCB and casing design of the DIY ESPboy version and extension modules - Roman Sokolov

· Most of the programming and infrastructure build - Roman Sokolov with help and support of friends: Dmitry Leushin, Alex Semenov, Igor Zavadski, Michail Grigoryev...





VK https://vk.com/romanssk
Facebook https://www.facebook.com/romanssokolov
LinkedIn https://www.linkedin.com/in/romanssokolov
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Legend
+ 	done and tested
! 	debugging and testing
* 	R&D
? 	planning
-	


[bookmark: _Toc47690991]Have fun playing retro heritage games and making your own
+ Little Game Engine (web based IDE for fast game development with C like lang, compiler and online emulator)
https://github.com/ESPboy-edu/ESPboy_little_game_engine
https://corax89.github.io/esp8266Game/gamelist/index.html

+ Chip8/Schip emulator
https://github.com/ESPboy-edu/ESPboy_CHIP8

+ Arduboy games support
https://github.com/ESPboy-edu/ESPboy_Arduboy2_lib

? Gamebuino Meta games support

+ ZX Spectrum emulator
https://github.com/ESPboy-edu/ESPboy_ZX48HPP

+ GameBoy emulator
https://github.com/ESPboy-edu/ESPboy_GameBoy

* Bitsy converter 
https://github.com/haroldo-ok/bitsy-converter
https://github.com/haroldo-ok/bitsy-extractor-api

? Amiibo Figures
https://github.com/konstantin-kelemen/arduino-amiibo-tools/wiki/Create-amiibo-clones-with-Arduino
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+ Weather station

* Radiation and air quality monitoring
https://hackaday.io/project/21912-portable-air-quality-monitor
https://hackaday.io/project/1662-global-radiation-monitoring-network
https://hackaday.io/project/1662-global-radiation-monitoring-network/log/14834-uradmonitor-kit1
https://hackaday.io/project/12933-esp8266-geiger-counter

+ FM-radio

+ MP3 player

+ DAC player with AY-3-8910 emulator

+ GPS Navigator

+ LORA messenger

+ GSM hackers phone

* OTTO robot and Rover control

? WiFi Internet radio 
https://hackaday.io/project/11570-wifi-webradio-on-esp8266-or-esp32

+ Attachable full-layout keyboard

- IR thermometer

- Thermal camera

- IP camera

- IR remote control 

?OBD2 read
https://github.com/stanleyhuangyc/ArduinoOBD

?CAN read
Library https://github.com/sandeepmistry/arduino-CAN
 or https://github.com/autowp/arduino-mcp2515
Can hacker https://github.com/autowp/arduino-canhacker

Audit IT infrastructure security like offensive security and penetration tests

!WiFi tricks
https://github.com/SpacehuhnTech/esp8266_deauther
https://github.com/spacehuhn/DeauthDetector

?IR remote control emulation

*RFID and NFC (125kHz, 13.56, 860-860) read, write, store, emulation
ESP8266 em4100 emulator 
https://github.com/Crypter/ESP-RFID
https://github.com/AlexMalov/EasyKeyDublicatorRFID
https://samy.pl/defcon2015/
https://scund00r.com/all/rfid/tutorial/2018/07/12/rfid-theif-v2.html
https://github.com/AlexMalov/EasyKeyDublicatorRFID_OLED
libNFC http://nfc-tools.org/index.php/Libnfc

?Sub 1Gz signals read, store and send
https://github.com/eliddell1/RollJam
https://github.com/AlexMalov/RadioSniffer

?iButton read, store, clone, and emulation
https://habr.com/ru/post/229843/
https://github.com/AlexMalov/EasyKeyDublicator

?BadUSB
https://www-users.cs.york.ac.uk/~mjf/bad_pi/index.html
https://github.com/whid-injector/WHID
https://github.com/cnlohr/espusb

?U2F
https://github.com/solokeys/solo
https://github.com/conorpp/u2f-zero


[bookmark: _Toc47690993]Learn IoT, electronics, and programming a fun way
+ Supporting Arduino IDE, VS Code/PlatformIO, Espressif SDK, Iar, Keil

+ Visual programming in Scratch, Visuino, FL-prog

+ Available OS freeRTOS, Mongoose OS

+ LUA, Basic, MicroPython, JavaScript

+ IoT with mysensors, esphome, espeasy, wifi-iot 

+ Communicate with the cloud services: Thingspeak, HiveMQ, Â CloudMQTT, ThingerIO, Â Google cloud IoT, dweet.io, Temboo, Xively, IFTTT
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· VT100 terminal https://github.com/j0t4/esp-vt100-firmware
· twitter client https://github.com/soramimi/ESP8266TweetÂ and twitter client esp8266
· web browser https://hackaday.io/project/3116-pip-arduino-web-browser
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1. www.flipperzero.one, www.arduboy.com, gamebuino-meta, m5 stack, /www.circuitmess.com/ (makerbuino, ringo, stembox), www.pokitto.com
2. deauther - wifi https://github.com/SpacehuhnTech/esp8266_deauther
3. Proxmark3 - RFID/NFC https://codeby.net/threads/0-proxmark3-vvedenie.67561/
4. hackRF - radio Â https://habr.com/ru/post/372177/
5. ChameleonMini https://github.com/emsec/ChameleonMini
6. HydraFW https://github.com/hydrabus/hydrafw
7. OpenSesame https://samy.pl/opensesame/
8. “PDU analizator” (Remote Control Analyzer) https://prime-pult.ru/index.php?route=product/product&product_id=60
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1. F117



2. Tesla Cybertruck



3. HTC s740


4. Expansion cartridges (modules) attached
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